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ABSTRACT OF THE DISSERTATION

Non-Traditional Infrastructure for Wide-Area Wireless Connectivity

by

Alexander Yen
Doctor of Philosophy in Computer Science (Computer Engineering)
University of California San Diego, 2026

Professor Patrick Pannuto, Chair

LoRa is a new wireless technology that enables applications requiring long range, low
power, low data-rate connectivity. Although LoRa has gained widespread academic interest,
LoRa struggles to gain widespread, societal attention and adoption a decade after its inception.
Arguably, the problem with the wireless technology's adoption is that it is not clearly differenti-
ated from existing wireless technologies. That is, alternative wireless technologies today (e.g.
Wi-Fi, cellular, Bluetooth Low Energy) already—or will—achieve what LoRa currently has to
offer.

This dissertation claims that LoRa requires effective infrastructure deployment to realize

the potential of LoRa technology and to deliver new applications. Speci cally, deploying LoRa
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transceivers on non-terrestrial infrastructure (e.g. airplanes, unmanned balloons) can enable
a new realm of wide-area, low power applications that can span entire metropolitan areas at
fractions of the cost of traditional infrastructure. This dissertation posits that the ability of LoRa

to achieve (very) long ranges of communication (R6.00km) is an undervalued aspect of LoRa

that can be exploited via non-terrestrial infrastructure.
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Chapter 1

Introduction

LoRa is a new wireless technology that is meant to serve low-power applications while
enabling Long Range communication. The tradeoff with these two bene ts regards a reduction
in data bandwidth — the LoRa technology adopts the Chirp Spread Spectrum (CSS) modulation
scheme, essentially trading off redundancy (i.e. less throughput/goodput) for range. This technol-
ogy was speci ed to cater towards new applications that do not require high data throughput but
instead value low power connectivity. One major class of applications involves the Internet of
Things (loT)—networked devices, sensors, appliances, or Things in general that can be controlled
via wireless communication—in which applications might range from smart homes (e.g., smart
locks, cameras, bulbs, thermostats) to smatrt cities (e.g. smart trash cans, meters) and even smart
monitoring (e.g. wild re detection, earthquake detection). |0oT serves as an opportunity to extend
and incorporate the uid usage of networked devices within our everyday lives, customizing and
augmenting the ability by which we can interact with our environments. LoRa is envisioned as
one solution to low power, wide-area connectivity that can enable the deployment of more loT
devices within our world.

However, in the time since LoRa's inception and standardization into the LoRa Wide
Area Network (LoRaWAN) protocol in 2015, the expected explosion of new IoT applications
and devices is orders of magnitudes less than expected. A critical problem that prevents this

explosion regards the “gateway problem” — 10T devices require convenient, low power access to



a gateway (i.e. a receiver node that is connected to the Internet). But unfortunately, “The Internet
of Things Has a Gateway Problen®(], “Still Has a Gateway Problem’88], and continues to

have a gateway problem to this day. While sources estimate(d) one trillion 10T devices by 202X
or 203X [17, 71], not even approximately twenty billion 10T devices exist globally todza§] [ A
decade later, LoRa has not appeared to have signi cantly solved the gateway problem.

A fundamental problem is that LoRa does not—and will not—replace current-day wire-
less technologies that already support a wide range of 0T applications. In the case of a smart
bulb, Wi-Fi is suitable to control these home-based devices that do not have low-power require-
ments (i.e. the bulbs are directly plugged into sockets). On the other hand, smart meters—which
often collects and transmits utility data (i.e. electricity, water) in real-time—have low-latency
and reliability requirements, and cellular is low power (enough) to be suitable for this application
and coverage already exists todayl][ While LoRa could could also be used for smart bulbs,
smart meters, and similar types of applications, existing applications already rely on existing
wireless technologies to function. Furthermore, the onset of newer cellular protocols (e.g. New
Radio RedCap73]) that are speci cally cantered towards cheap, low power, reliable, low latent,
and pervasive connectivity is likely to outcompete LoRa in a race to low power, wide-area
connectivity. It is dif cult to say whether LoRa is an overwhelming contender to solving the
gateway problem and low power, long range connectivity. The question then becomes, where
should we leverage the LoRa technology and what are the new set of applications uniquely
enabled by LoRa that extend into and beyond 10T?

A core insight with respect to the usefulness of a wireless technology regards the neces-
sary, supporting infrastructure. That is, if the cellular technology were not built in a methodical
way with billions of capital spent on towers and radio equipment, cellular would not be the
reliable and usable technology we know today. While a country-wide LoRaWAN can be achieved
at similar cost, there is no clear application, use case, or consumer for such a scaled network
that would amortize the upfront costs to build such a network. Additionally, the intended ap-

plication space (i.e. 10T) is meant to be relatively cheap, and an expensive and thoroughly



built LoRaWAN—that is dedicated to serve cheap applications—is counterintuitive. Hence, the
supporting infrastructure for LoRa needs to be (1) cheap and (2) must serve connectivity that

differs from existing wireless technologies (e.g. WiFi, cellular, Bluetooth Low Energy).

1.1 Insights

Two undervalued, unexploited characteristics about LoRa are (1) the ability to provide
ad-hoc, cheap coverage and (2) the ability to provide exceptionally wide-area coverage (e.g.
>10,000kn? or 4,000mf). | discuss how the combination of these two characteristics opens up

new opportunities and applications for the LoRa technology.

1.1.1 Ad-Hoc Infrastructure

Ad-hoc LoRaWAN infrastructure and coverage is achievable today as shown by The
Things Network (TTN) 80] and The Helium Network29], two crowdsourced LoRaWANS that
provide general-purpose, global, LoRa-based coverage. In either network, arbitrary participants
(i.e. people) can purchase transceiver equipment for just a few hundred dollars and set up
their own device to participate within TTN or the Helium Network. In essence, these networks
capitalize on the fact that any person can purchase a LoRaWAMN,Kt B, 8] and establish
their own, personalized LoRaWAN. Additionally, not only is LoRaWAN equipment affordable
to purchase and relatively easy to set up, a LoORaWAN's core network is signi cantly simpler to
build than that of cellular's core network. The simplicity of a LoRaWAN compared to a cellular
network (i.e. Radio Access Network) is an intentional design choice and a clear advantage over
the cellular technology when it comes to realizing real-world, wide-area coverage without a large,
central authority. A real-world application that relies on this ad-hoc feature of LoRa pertains
to smart agricultural monitoring, in which devices (e.g. soil moisture sensors, smart irrigation)
are integrated into crops to better automate and effectively promote crop health and yield. For
areas that lack (reliable) cellular coverage, ad-hoc LoRa infrastructure can be a potential solution

accessible and practical for individual operators. This capability to enable ad-hoc infrastructure



is a key, under-discussed characteristic that differentiates LoRa from infrastructures of other

wide-area wireless technologies.

1.1.2 Long(er) Range

Another under-appreciated value is how LoRa can transmit over not just long-distances
(a well-discussed, de ning feature of LoRa) but over very long distances. Traditionally, Semtech
and many other researched®[56, 60] estimated a theoretical range of roughly 5km in urban
settings and 15km in rural settings. This range is the same order of magnitude as cellular, and
thus it appears that LoRa does not provide a signi cant range advantage over cellular. However,
particular cases have shown that LoRa's transmission ranges can reach up to 83p&nal [
1336km [76] 1. These transmission distances were achieved with infrastructure decisions that
maximize uninterrupted line-of-sight (LOS) communication, speci cally via unmanned balloon
and over seawater. While the achievable ranges of approximately 1000 kilometers likely pushes
the boundaries of LoRa's normal communication range, the (nearly) 100x improvement in
communication range questions whether we are deploying LoRaWAN infrastructure inef ciently.

While LOS communication is a well understood and recognized desire for wireless
communication—i.e., less obstruction implies less signal degradation—this universal under-
standing is not currently adapted to be deployed with LoRa. As a result, one of the major
observations and hypothesis that this dissertation targets is that a primary, under-acknowledged
strength of LoRa lies in the fact that in comparison to other wireless technologies, LoRa achieves
a disproportionately signi cant gain if communication range in LOS versus non-LOS (NLOS)

conditions.

1.1.3 Non-Terrestrial Infrastructure for Long Range Communication

Because of the lower resource (e.g. energy and compute consumption), requirements

for base stations, LoRa is more easily and readily deployable on a variety of non-terrestrial

lUnfortunately, these cases did not discuss whether modi cations to the protocol were made (e.g. transmit
power, coding gain)



infrastructure today. These readily available infrastructures include unmanned balloons (e.g.
weather balloons) as well as airplanes (e.g. commercial airplanes), and they operate at altitudes
with LOS access to a broad area of land, serving as potential carriers for ad-hoc infrastructure
that can enable long(er) range communication. Furthermore, these infrastructures are accessible.
They are either cheap to deploy (i.e. an unmanned balloon costs less than $100 to launch) or
already exist (i.e. commercial airplanes already y millions of people a day). There are certainly
challenges to deploying on either vehicle—unmanned balloons require scheduled Notice to Air
Missions (NOTAMS) to the Federal Aviation Administration (FAA), and logistically deploying
equipment and verifying lack of radio frequency (RF) interference is non-trivial. However, a
step forward into this space requires us to empirically measure how well the LoRa technology

would work on these non-terrestrial vehicles.

1.2 Thesis

| defend the following thesis: By deploying LoRa on non-terrestrial infrastructure, it
is possible to (1) economically and rapidly enable new low power, pervasive applications
that (2) span entire metropolitan-wide coverage from a single transmitter with out-of-the-box
con gurations.

| rstdiscuss our general observations that support the case for LoRa's ad-hoc deployment.
In this work, | measure the performance and ef cacy of LoRa in NLOS and LOS scenarios
with respect to the Helium Network. To do so, | deploy transmitters on ground vehicles (e.g.
car, truck) and aerial vehicles (e.g. balloon, airplane) to measure the ef cacy of NLOS and
LOS conditions, respectively. We purchase a commercial hardware kit that is equipped with
LoRa-compatible communication capabilities and deploy many nodes into the real-world for
wide-area measurement purposes.

| then empirically demonstrate that we can enable LoRa coverage to entire, metropolitan

areas by deploying on non-terrestrial infrastructure (e.g. unmanned balloons, airplanes) that



allows LoRa to communicate in LOS conditions over many hundreds of kilometers of distance.
By deploying on these non-terrestrial infrastructures, we can enable longer transmission distances
than we currently expect out of the technology. I.e., current transmission ranges via ground-to-
ground communication lie between 5-15 kilometers (approximately 3-9 miles), versus air-to-
ground is observed to reach at least 1,000 K#6j).[By increasing the range of communication,

we can thus achieve greater scale and broadness of coverage.

Lastly, | explore how deploying transmitters on these non-terrestrial infrastructure (e.g.
balloons, airplanes) allows us to achieve broad coverage at orders-of-magnitude less cost than
existing infrastructure (i.e. terrestrial towers or satellites). The primary observation is that
cheap-to-deploy-on non-terrestrial infrastructures exist today. Unmanned balloons are already
pervasively used today and are cheap, disposable infrastructure — the National Weather Service
(NWS) deploys weather balloons in various parts of the United States twice a day to collet
atmospheric data for our weather forecasts. So long as unmanned balloons follow Federal
Aviation Administration (FAA) regulations with proper Notice to Air Missions (NOTAMS),
they can be deployed in an ad-hoc fashion for less than $100 per deployment setup. Sim-
ilarly, commercial airplanes y at all times of the day (although the density or quantity of
airplanes in the sky typically exhibits a diurnal effect). Commercial airplanes are another piece
of underutilized—relatively cheap—infrastructure that can enable LoRa to transmit in LOS
conditions. As such, non-terrestrial infrastructure exists today that can cheaply enable LoRa at

long ranges of communication.

1.3 Challenges

In order to empirically measure the performance of LoRa on non-terrestrial infrastructure,
we must either build a metropolitan-wide LoRaWAN or have access to one that is available. The
upfront costs to build a wide-area LoRaWAN are non-trivial, particularly if the primary use case

is just for empirical measurement. This is where a crowdsourced network (e.g. The Helium



Network, The Things Network) can be an opportunistic solution towards empirically measuring a
distributed LoRaWAN without demanding the upfront costs to build such a measurement testbed.
In essence, these distributed networks allow arbitrary people to purchase equipment and deploy
the network themselves, typically with receiver equipment residing within a person's home.
By allowing others to purchase and build the network, the network entities (that maintain and
control the network core), can leave the focus and burden of deploying base stations to random
users. Within the United States, we measure using the Helium Network for the work in this
dissertation because of its large availability within the country, providing a potential solution
towards evaluating LoRa at scale.

However, reliably estimatin ground truth is one challenge and limitation of this work.
The Helium Network is composed of various participating Helium network operators, and the
veracity of the network coverage depends on the behavior of these actors. The behavior of actors
can range from (1) malicious and deceiving (i.e. those that are not truthfully providing LoRa
coverage to the network) to (2) honest and well-behaved participants (i.e. those that participate
ethically well), to (3) well-intentioned but ineffective (e.g poor placement of radio frequency
hardware), to (4) forgetful and inactive. While a crowdsourced LoRaWAN enables a wide-scale
measurement opportunity on the LoRa technology, we cannot control the behaviors of actors
and the validity of the extant infrastructure. The Helium Network is aware of this problem
and deploys mechanisms that minimize malicious—or falsely but innocuously reporting) users.
As a result, the Helium Network already has policies that attempts to verify the existences
and participation from various users. However, this also implies that our results will never
re ect exactly the ground truth of what we measure. Chapter 5 discusses how we extrapolate a
measurement instrument from this uncontrolled, physical testbed, as well as how we account for

its limitations in our results and analysis.



1.4 Contributions

There are three major contributions in this work, based largely on the measurement
of LoRa in different infrastructure contexts. These three contributions pertain to a deeper
understanding in the (1) working of crowdsourced LoRaWAN infrastructure (i.e. The Helium
Network), (2) an evaluation of LoRa and the Helium Network with respect to other wireless
technologies and their corresponding infrastructures, and (3) measurement of LoRa (via Helium)
on non-terrestrial infrastructure.

To preface the contributions, | develop a simple, measurement framework that can
measure LoRa in a variety of communication environments; this framework is built on top of
the Helium Network, which is a crowdsourced LoRaWAN that is widely deployed in the United
States by arbitrary users. In our framework, we deploy a transmitting device that will send
LoRa packets to the receiving Helium network. After the network receives our packets, we
can then retrieve the received packets for analysis. The Helium network enables a large scale
measurement opportunity, in which we can broadcast packets to all nearby Helium base stations
and deduce insights from the retrieved data.

In Chapter 2, | discuss background knowledge on the LoRa technology as well as
related work. Background knowledge includes details on the modulation scheme, Chirp Spread
Spectrum, which elucidates understanding on why LoRa is able to transmit over very long links.
The related work discusses previous analysis of crowdsourced LoRaWANSs and various efforts to
measure LoRa in different environmental contexts.

In Chapter 3, I discuss initial ndings and insights from a crowdsourced LoRaWAN,
the Helium Network. I look into how well Helium's crowdsourced infrastructure fares as an
alternative to expensive, planned infrastructure (e.g. cellular). In this chapter, we dive into the
network topology, functionality, usage, and ef cacy of this distributed LoRaWAN. By using
their own cryptocurrency—the Helium Network Token (HNT)—to incentivize user participation

to provide network coverage, the Helium Network adopts and interesting infrastructure model



to provide wide-area LoRa coverage while also providing unique data on the underlying per-
formance of the network. The major points of discussion regard (1) whether the infrastructure
model works and can function as a viable LoRaWAN, (2) insights towards network growth
and usage, and (3) a small scale measurement study on the performance and reliability of the
network.

In Chapter 4, we extend beyond our initial measurements of the Helium Network
to a country-scale measurement comparison between LoRa, cellular, and BLE wireless
technologies as well as (more importantly) how well and full the supporting infrastructure
works cross country. Speci cally, the corresponding, supporting infrastructures to cellular, BLE,
and LoRa wireless technologies that we measure are Verizon, Apple Find My, and Helium. We
physically pack a smartphone, an ESP32 BLE device, and a Heltec LoRa transmitter that send
out cellular, BLE, and LoRa packets at roughly identical timing intervals (i.e. 10 minutes) from
a single case. This case is shipped to various points across the country via truck (i.e. FedEx),
which allows us to evaluate the performance and reliability of each wireless technology (and
corresponding infrastructure) in a variety of different built environments. We measure the packet
reception rate (PRR) of each wireless technology for a particular shipment (i.e. San Diego to
New York) and use that as the main metric to compare between the performance and reliability
of each wireless technology and their supporting infrastructure.

Lastly, Chapter 5 distills the performance of LoRa on non-terrestrial infrastructure.
We use similar measurement frameworks as done so in Chapter 3 and Chapter 4 and deploy
LoRa transmitters on balloons and an airplane. This allows us to test our hypothesis of LoRa's
performance in LOS conditions, which enables us to understand the performance of LoRa in
these environments. This leaves us with answers regarding the potential usefulness (or lack of
usefulness) for LoRa in these scenarios. Evaluating LoRa's performance within the context of
non-terrestrial infrastructure allows us to answer this dissertation's thesis and whether LoRa on
non-terrestrial infrastructure enables future opportunities for not only LoRa's pervasiveness to

grow but also newer applications that cannot exist with existing wireless technologies and their



corresponding infrastructures.
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Chapter 2

Background and Related Work

This chapter rst discusses background related to the LoRa technology, speci cally
the modulation scheme, Chirp Spread Spectrum. Then, it dives into the related work with
regards to (1) the Helium Network and measuring a crowdsourced LoRaWAN, (2) cross-country
measurements and comparisons between LoRa and the Helium Network versus other wireless
technologies and corresponding infrastructures, and (3) LoRa deployment on non-terrestrial

infrastructure.

2.1 Background on LoRa Modulation: Chirp Spread
Spectrum

Chirp Spread Spectrum (CSS) is a modulation technique that encodes data into symbols
(or chirps) by which physical bits (or chips) are sent in an increasing or decreasing sweep-
ing frequency within a given bandwidth; this modulation technique is adopted by LoRa. To
explain modulation scheme in more detail, this section will rst run through a detailed exam-
ple. An upchirp (with no frequency offset) is a symbol that is increasing betwegiw=2)
to f +(bw=2), wheref represents the center frequency, &wdrepresent the bandwidth. If
the center frequency is 903.9MHz (i.d.= 903:9MH2) and the bandwidth is 125kHz (i.e.
bw = 125kH3, thenf (bw=2)=903:775MHz to f + (bw=2) = 903:025MHz Then, the fre-

quencies betwee®03:775 903:025MHzwill be discretized into steps, which can be chosen

11



betweer?’ steps ta?1? steps; for this exampl€/ steps will be chosen. To encode data with
each upchirp, an offset frequency is applied to the center frequency. This offset frequency is
what encodes the actual data for a symbol. In this cas¥ efeps, the offset frequency is
calculated byjSymbolValue] bw=128 which is the bandwidth divided by the total number

of steps. The actual symbol value is encoded with a value that ranges betwee20 and
frequency offset for a symbol value of O would thus be calculate@ d25kHz=128 =Q

thus meaning that a symbol value of O would correspond to OkHz. The resulting upchirp
would sweep fromf (bw=2) =903:775MHz to f +(bw=2) = 904:025MHz again discretized

into 27 (i.e. 128) distinct frequency steps. For a symbol value of 100, the resulting offset
frequency would be calculated 460 125kHz=128 = 97:65625kHZThe upchirp sweeping
would thus start at 903:775+0:09765625 = 903:87265625MHz and sweep to the upper bound
of f+(bw=2) =904.025MHz Then, the frequency sweep would wrap back around from

f (bw=2) =903:775MHz and sweep up to the frequency offseOff3:87265625MH.zZ(\With-

out going into the details for receiver demodulation, a receiver would be able to demodulate and
decode this upchirp to retrieve the symbol value of 100.) This example illustrates a real-world
example of how CSS modulation works and how data is encoded into each symbol.

Using the example above, this paragraph then discusses the relevant terminology for
understanding how CSS enables long range communication. Spreading Factor (SF) is what
dictates the frequency step size. A SF value of 7 would correspodfddieps, and a SF value of
12 would correspond ta!? steps; the of cial name for a step is a "chip.” As such, each SF value
encodes the SF value's number of bits into a symbol; a symbol encoded via SF7 will encode 7
bits of information into a symbol, whereas a symbol encoded via SF12 will encode 12 bits of
information into a symbol. However, the real purpose of SF allows for signal robusticity — each
step (or chip) is allocated the same amount of time, so an upchirp serisitaps will take
less time to send than an upchirp wit steps. However, because there are more physical chips
sent with SF12, there is introduced redundancy into our signal and are reducing the goodput

of our symbol. That is, the ratio of encoded bits per symb@=H$28 0:0547 for SF7 and
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12=4096 0:00293 for SF12.

The CSS modulation technique portrays a tradeoff: a lower SF (e.g. SF7) uses less
physical bits to send a symbol but enables higher goodput and faster datarate, whereas a higher
SF (e.g. SF12) enables better symbol robusticity by introducing more physical chips per each
symbol. Hence, what this tradeoff really underscores is redundancy for reliability versus higher
throughput. That is, more redundancy will enable more robustness, whereas less redundancy can
allow the signal to achieve higher throughput.

The bulk of this dissertation is more focused on enabling LoRa at longer ranges. That
is, this dissertation focuses on how to provide wireless coverage to more physical area hence
focuses on measuring LoRa via the highest SF value. In the United States, the highest SF value is
SF10; SF11 and SF12 are illegal due to Federal Communication Commission (FCC) regulations

on maximum dwell time [57].

2.2 Related Work

There is limited related work on (1) measuring and analyzing crowdsourced LoRaWANS,
(2) a comparison of wireless technologies and infrastructures for wide-area wireless connectivity,

and (3) deployment and measurement of LoRa on non-terrestrial infrastructure.

2.2.1 Analyzing Crowdsourced LoRaWANSs

For related work on analyzing crowdsourced LoRaWANS, the only measurement study
prior to this dissertation's measurement study on the Helium Network is a study on The Things
Network (TTN) in 2017. Blenn et al. collect data from TTN gateways but focus their analyses
on LoRa-PHY speci c propertieslp]. As such, this dissertation presents a rst measurement

study on a crowdsourced LoRaWAN, the Helium Network.
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2.2.2 Comparison Study of Different Wireless Technologies and Infras-
tructures

Elkhodr et al. discuss the tradeoffs of low-power, wireless technologies for 0T appli-
cations with regards to application requirements and how various technologies might t these
constraints 24]. They compare a wide range of factors (e.g. power, range), however these
comparisons are largely theoretical and qualitative. For instance, LoRa's power is regarded
as “very low,” whereas BLE's power is higher than LoRa's at “low.” Montori et al. similarly
compare a wide range of wireless technologies for IoT applications, although the analysis is
again more similar to a surve$3d|. There is a major focus in the explanations of each technology
but little or no direct, measured comparison. Again, this survey is primarily based on theoretical

assumptions.

2.2.3 LoRaon Non-Terrestrial Infra
Opportunistic Wireless Comms from Aircraft and Balloons

Ahmad et al. were among the rst to propose aircraft providing wireless networking
coverage with Wi-Fly 10]. This work bolsters the potential of this dissertation's work, as it
shows airplanes can be a viable platform for low-power wireless communication, and their ADS-
B data show that aircraft can provide opportunistic WiFi coverage spanning entire continents.
This work shows that ying platforms are particularly well-suited for providing timely emergency
broadcasts, and the LoRa protocol provides much larger coverage ar@8 &m compared
to the 2 km they encountered with WiFi. Another project that inspired this work is lizuka et
al. that propose using balloons for airdropping sensors to measure various atmospheric data
(e.g. eye of typhoon) as an alternative to expensive, high altitude platform stations (HEPS) [
In their study, they launch a single balloon that ies over the ocean 100 km away, transmitting
and receiving data via LoRa to a device on the ground, using the ground-to-balloon link as a
way to transfer atmospheric data as well as a signal to airdrop the sensor. Similarly, Mirza et al.

use LoRa to track a balloon's location while collecting environmental dzlia Both of these
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prior works provide motivation for exploring LoRa's capability as a broadcast service because of
the long-range links from aircraft they could achieve. However, both only study point-to-point
links, rather than evaluating the wide-area broadcast coverage which is the focus of this work.
Project Loon demonstrated high-altitude balloons could provide wide-area cellular cov&shge [
However, their wireless links were established with complex cellular base stations, whereas this
dissertation shows that a low-cost LoRa transmitter can provide broadcast coverage to at least
1,200 knt. Also Loon's larger payload required much larger specialized balloons, while this

work focuses on using low-cost weather balloons for rapidly deployable wide-area broadcasting.

Measuring Terrestrial LPWAN Coverage

The Things Network (TTN), a crowdsourced LoRa loT deployment, was rst measured
in 2017, in which Blenn et al. analyze the uses of transmitting nodes and receiving gateways
participating in TTN [L6]. They look at various LoRa factors such as Spreading Factor usage,
payload sizes, Signal-to-Noise Ratio (SNR) distribution, and more. Jagtap et al. conducted the
rst measurement study on the Helium Network in 2021][ elucidating the incipient workings
of the network as well as performing a small scale measurement study in urban and sub-urban
environments, measuring coverage availability and reliability. Following their measurement
study in 2023, Tong et al. deploy a city-wide scale study of LoRa—CityWAN—by deploying 100
receiving gateways and nearly 20,000 transmitting nodgjs They nd that coverage reliability
can still be inconsistent despite expected coverage. More importantly, they note that while forty
critical gateways can cover 95.3% of end nodes, 4.7% of nodes—roughly 900 nodes—need
sixty more gateways. However, they mention that these 900 nodes are in blind spots with nodes
deployed in indoor scenarios or are wirelessly shielded from signals. These works demonstrate
all of the aspects of LoRa that can affect coverage and reliability, and they all show that LoRa
has lower than expected coverage area when used only for terrestrial links. The line-of-sight
coverage provided by an aircraft overcomes many of the problems that were experienced in these

prior studies, however even broadasking from the sky still does not provide complete coverage
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and reception rate, and it is likely due to the same factors investigated in this prior work.

Measuring Satellite LoRa Coverage

There is also a wide variety of work studying LoRa communication between ground
stations and satellites. However, this line of work is differs with ours such that (1) satellites in
the LEO orbit must address the Doppler affect from high-speed movement or (2) satellites in
the MEO and GEO orbit must transmit at high power (i.e. watts) to reach terrestrial, ground
stations. TinyGS9] is an example application of this work, today, which uses LoRa-based nodes
as ground stations to satellite telemetry messages. However, LoRa is not transmitting from the
ground back to these satellites, and satellites usually need to transmit on the order of watts for
the nodes on the ground to receive data. A major difference between this work and existing
LoRa-satellite work is that this paper measures how well LoRa works straight out of the box

with no modi ed con gurations.
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Chapter 3

Helium: Federated Infrastructure

3.1 Background

This chapter discusses the operations, functionality, and behavior of the Helium Network.
More speci cally, this includes information on the network topology and functioning components,
network decentralization, coverage volatility and dependencies, and coverage simulations and
empirical measurements. These initial insights provide context on the validity and viability of

the Helium Network for further measurements in later chapters.

3.2 Helium — Quick Overview

Helium is a new wireless provider. The initial focus of Helium is on building crowd-
sourced hotspot infrastructure to provide wide-area LoRa coverage. LoRa is one of several
new radio technologies competing to provide coverage for low-power, low-bandwidth edge
devices (loT-class devices). In contrast to traditional wireless infrastructure, Helium does not
own the deployed LoRa base stations. Rather, individuals purchase, deploy, and maintain Helium
hotspots in exchange for payment for coverage and for the data that their hotspot ferries. The
Helium company built and sold the initial hotspots, maintains rmware for new third-party,
mass-produced hotspots, develops supporting cloud infrastructure, and develops the blockchain

that underpins the network.
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Figure 3.1. Helium Overview. Edge devices broadcast packets over the LoRa PHY. One or
more nearby infrastructure nodes—hotspots—recover this packet. Helium Routers pay hotspots
to release packets from edge devices they wish to recover data from. Routers must be reliably
available as the LoRa protocol requires that any downlink responses from the router arrive at the
edge device within one second.

3.2.1 Helium from a Basic User's Perspective

This subsection explains how Helium works for end users. To deploy a LoRa device
that uses the Helium network, such as a sensor, a user rst registers a new application with the
Helium Console (a Helium-provided cloud service that acts as a LoRaWAN router plus Helium
wallet). Users could deploy their own Console equivalent, but as shown later in this chapter's
analysis, the vast majority do not and simply rely on the Helium Console. Next, users deposit
money in their Console account to pay for future data. Then, they must register a new device with
the Console, which gives con guration parameters for the device's networking stack (blindly
copied#define s prepended to a Helium library). After this, the device is ready to deploy: it can
now send and receive packets from the Helium network. In the eld, packets sent by devices are
received by hotspots, who forward their data to the Console, which pays hotspots and provides

packet payloads to application users via HTTP (or numerous other means).

3.2.2 Components of the Helium Network

Summarized in Figure 3.1, the Helium network is built on top of the the LoRaWAN
network architecture. LoRaWAN is a cloud-based protocol that routes LoRa packets between
wireless devices and cloud services. The primary difference from LoRaWAN is that Helium

makes it possible to have crowdsourced hotspots to bridge cloud services with the LoRa wireless
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network; LoRaWAN requires application owners to deploy and operate their own hotspots.
Helium adds routing by overloading identi ers in LoRaMAC that normally identify the device

and its owning application.
The following describes each component of the Helium network:

Routers are cloud servers which manage the LoRaWAN protocol across devices and
applications. They are responsible for authenticating devices and receiving messages from
devices. Hotspots nd Helium-compliant routers by looking up device owners using packet
metadata and a lter list in the Helium blockchain (in contrast to standard LoRaWAN, where
gateways have one, statically con gured router). Helium routers must also negotiate with hotspots
to pay for data. This is done via tls¢ate _channel mechanism described later. Anyone can
host their own Helium compatible LoRaWAN router by purchasing device and application

identi ers via a transaction on the blockchain.

Edge Devices are the LoRa-enabled end wireless devices. They can be embedded
in products such as sensors, collars, or tags and can be used for a variety of applications
including environmental, pet, or asset monitoring. Devices are pre-provisioned with a Device
End User Identi er (EUI), an Application EUI, and an App key. These are used during Over
The Air Activation (OTAA), part of LoRaWAN, to authenticate to a LoRaWAN Router (i.e., a
cloud service). Helium differs from LoRaWAN in that EUIs are rst used to look up Helium

Organizationally Unique Identi ers (OUIs). These determine which router to authenticate to.

Packet Forwarders are LoRa wireless modules in hotspots. These use the industry-
standard Semtech packet forward@r][to relay edge device radio packets to and from the co-
resident miner in the hotspot (in regular LoORaWAN, these are forwarded directly to the owning
router; the miner is new from Helium). They are generally made up of a LoRa concentrator,
which is a radio transceiver capable of operating on multiple parallel subbands and a supporting

processor which runs the packet forwarder.

Miners transmit encapsulated LoRa packet payloads to and from Helium routers and
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maintain the Helium blockchain. A miner is usually a small embedded Linux déwitiaers

receive Helium tokens (HNT) as rewards for device data transit, network coverage validation,
and blockchain consensus activities. They send traf ¢ to LoRaWAN routers on the internet at
large using any UDP/IP capable backhaul-like wireline (e.g., Cable and DSL) or wireless (e.qg.,

LTE) Internet access networks.

Hotspots are physical boxes with a packet forwarder and a miner. Hotspots make up the
majority of deployed Helium infrastructure to d&tén principle, forwarders and miners could
be separated, as the connection is simply an IP link. In practice, they are co-located to overcome

a short-term engineering limitation:

“The protocol between the gateway and the server is purposefully very basic and for demonstration
purpose only, or for use on private and reliable networks. There is no authentication of the gateway
or the server, and the acknowledges are only used for network quality assessment, not to correct UDP

datagrams losses (no retries).”

Helium Console — The Console is a cloud service provided by Helium which acts as
a Helium router. Instead of buying an OUI and running their own router, users deploying end
devices can opt to use the Console. At this time, the Console charges users wholesale for data

communicated with sensors and has no overhead cost.

Validators are a new class of Helium node, currently in testing, that will take over
blockchain maintenance events from miners. The proposal (HIP25) to introduce validators was
rati ed in January 2021. Validators solve well-known scalability and robustness challenges for
blockchains and use well-known staking techniques. As validators were not yet live during the
period under study (through May 2021), they are not considered extensively. We note validators

here as they appear as special-case miners on the blockchain and will in uence some of the

le.g. in the Rak Wireless v1.5 hotspot, the miner is an off-the-shelf Raspberry Pi 4 Model B — see https:
[Iwww.youtube.com/watch?v=BUrAb2GoHhc for more detalil.

2\Very early, Helium permitted a small batch of “DIY Hardware.” New hotspots must be from certi ed vendors
to earn rewards on the network.

3From https://github.com/Lora-net/packerwarder/blob/master/PROTOCOL.TXT
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analysis of deployed hotspots later. Our focus in this study is primarily Helium as a wireless

network, as opposed to the maintenance and operation of the Helium blockchain.

Handlers is a new term that is de ne to describe individuals who own and maintain
Helium hotspots. In contrast to users, who send and receive data using the network, handlers
and their hotspots do not generate any data; they simply forward it and receive payment. It is
possible for individual entities to act as both users of the network and handlers who help deploy

the network (i.e., we can own two hotspots and around a dozen devices).

3.2.3 Proof of Coverage

To be useful as a wireless carrier, Helium needs to provide geographically wide-area
coverage. As a decentralized wireless network not owned and guaranteed by any one entity,
there needs to be a mechanism for the network to prove that a hotspot is providing coverage.
Helium uses an algorithm called Proof of Coverage (PoC) to prove the location of a hotspot. At
random, one hotspot will act as a challenger and will randomly select another hotspot, referred
to as either the challengee or transmitter, to send a wireless packet with an encrypted secret.
Any hotspot that is in wireless range can witness this packet by reporting its contents to the
challenger. Hotspot challenges are not geographically coordinated and can be acted on any other
hotspot in the world. They do not target and prove any speci c region has coverage, rather they
stochastically validate every node in the network's coverage over time.

Each of the challenger, challengee, and witnesses receive HNT rewards after the PoC
event. Challenger rewards are xed (the reward is in creating and administering the challenge),
but challengees' and witnesses' rewards scale with the quality of coverage (in simple terms here,
more witnesses are better). As this chapter will show, there have been and still are numerous
attempts to cheat this metric, and it continues to evolve.

When deployments are sparse, i.e., if a hotspot cannot “see” any other hotspots, then
hotspots can only earn PoC rewards for challenge construction. This aims to incentivize hotspot

density such that there are not holes or gaps in coverage; however, there also is decaying of
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rewards if hotspots are too dense. Qualitatively, this seems to work, as improving coverage
rewards is often discussed on Helium forums and message boards. Incentives and coverage

guantitatively are discussed further in Sections 3.7 and 3.8.

3.2.4 HNT and DC

For general purpose users of the network, Helium aims to provide a stable pricing
model. Miners are rewarded with newly minted Helium tokens (HNT). HNT is a traditional
cryptocurrency, whose value has ranged from $8.32-19.70 USD in the month of May, 2021.
Users planning deployments require more stable pricing—transit costs cannot unexpectedly
double overnight. For this, Helium introduces Data Credits (DC), whose value is xed at
$0.00001 USD per 1 DC. All payments are done using xed-cost DC.

Together, DC and HNT create a “burn-and-mint equilibrium.” In the long run, the
intent is to stabilize the price of HNT and tether it to network usage. In the short term, DC
provide a stable, deterministic payment model for network users, while network operators
receive incentives in the more speculative form of HNT. Notably, this model enables the Helium
network to “pay” handlers without incurring traditional capital outlay. The details of this new
crypto-economic model are only provided for background, analysis is beyond the scope of this

chapter;this workonly study the network infrastructure-related aspects of Helium.

3.3 Data Sources & Methodology

The Helium network is a dynamically growing network composed of handlers that deploy
hotspots, (ideally) many users that deploy edge devices, and a modest number of advanced
users that deploy their own routers (cloud endpoints). While the distributed nature makes
direct inspection of network activity challenging, the pay-per-access design means that most
transactions are ultimately recorded in a publicly accessible ledger: the Helium blockchain.

Most of this work's analysis stems from an examination of the history of all transactions

on the blockchain. While anyone can download and parse the blockchain—easiest done by
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running the miner Docker container locally—maost of the chapter's analysis takes advantage of a
replica of the blockchain continuously extracted, transformed, and loaded into a database by the
Decentralized Wireless Alliance (DeWi). This database also monitors the Helium p2p network,
which is also used for this work's analyses. Details on the DeWi database are available on their
Discord? This work spot-veri ed several of our own transactions and our hotspots' p2p records
to ensure they appear correctly in this database. We also perform some controlled measurements
in Section 3.8 to measure the actual performance of the network.

The Helium blockchain is a fast-moving target. New blocks are minted every 60s, and
as of this writing, roughly 1,000 new hotspots are being added daily. Unless otherwise noted,
measurements in this chapter re ect the state of the network as of late May, 2021.

There are 20 native Helium blockchain transactid@@®.[ The transactions most relevant
to this chapter's analysis are as follows:

add_gateway adds a new hotspot to the network. It includes the hotspot ID, owner ID,
location, and time when it was added.

assertlocation allows an established hotspot to change its location. To discourage
frequent moving of hotspots, this transaction carries a 1,000,000 DC fee ($10 USD).

PoC_request/PoCreceipt is created every PoC challenge and indicates the work done
to validate network coverage.

state channelopen creates a sidechaifor a router to use to receive packets. This
stakes DC in advance, which allows packet delivery without waiting for individual payment
transactions.

state channelclose settles payments. Spent DC are burned, miners that ferried data
receive HNT proportional to total network traf ¢, and unspent DC are returned to the router.
This blockchain data as a whole for initial insights and investigatory guidance. The rst real entry

to the blockchain was recorded on July 29, 2019. The vast majority of transactions recorded

“4discord.com/channels/404106811252408320/769659586205712424/786375046930104341
5See Singh et al. for background and detailed discussion of sidechains [70]
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on the blockchain consist of PoC requests and receipts. Out of 59,092,640 total transactions,
58,619,153 are carried out only to provide proof for the network accuracy and validity. Since the
inception of the Helium network, approximately 99.2% of all blockchain transactions are PoC

transactions.

3.4 What does “decentralized wireless” look like in prac-
tice?

The analysis begins by looking at hotspots, which make up the majority of the deployed
infrastructure of Helium. The objectives are to understand where hotspots are deployed, who is

deploying them, and what happens to deployed hotspots over time.

3.4.1 Where are Hotspots?

Whenever a hotspot's location is rst published to the Helium network or changed,
Helium records a transaction that contains the hotspot location encoded via the H3 geospatial
indexing system§2]. The H3 encoding system encodes locations to hexagonal areas on a
map; if a hotspot lies within borders of the hexagon, the hotspot's latitudinal and longitudinal
coordinates are mapped to that speci c H3 identity. H3 hexes allow for different “resolutions,”
which encode location with varying precision. Hotspot locations are stored at resolution 12,
which are hexagons with an average edge length of 9.4 m and average area @ff8rlosation
analysis, all hotspots are assumed to be located at the center of théiThex-3 location is
decoded to retrieve hotspot latitude and longitude, which is used in all subsequent analyses.

Observing how hotspot locations change gives insight into whether the policy and rewards

set out by the Helium network improve real-world coverage. Figure 3.2 looks at the absolute

60ne may note from these averages that H3 hexes are not regular hexagons. This is a result of H3's use of
gnomonic projection. For resolution 12 hexes, the min and max area aré aeh3.7 m respectively. In practice,
hotspot locations are set using manually entered GPS xes from a “set pin” interface on a companion phone app.
Resolution 12 hexes are likely more precise than these xes for the majority of use cases. As this chapter's analyses
are primarily concerned with distances of several hundred meters or more, a few meters imprecision in hotspot
location is not signi cant.
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Figure 3.2. Location changes per hotspot. 71.9% of hotspots never move once deployed. 94.8%
of hotspots do not move more than two times, and only 1% of hotspots move more than ve
times.

number of moves per hotspot and nd that the vast majority of hotspots either do not move at all
or move no more than two times. The Helium network permits hotspots to move up to two times
for “free” (the Helium company pays thessert _location fee). One explanation for the large
number of “ rst-move” events may be new hotspot owners rst testing the hotspot in an easily
accessible location and then moving the hotspot to a permanent deployment location.

Studying all hotspot moves allows to test this hypothesis. In Figure 3.3, there are two
broad categories of moves. The rst are a large number of short-distance moves, likely indicative
of a local test-then-deploy scenario. The second are a large number of long-distance moves.
Longer moves are visualized in Figure 3.3c.

There are two classes of long-distance movement. The rst are hotspots that assert their
location with a default (0,0) latitude and longitude—the large cluster in the ocean just below
West Africa—and then later move to their true location. Hotspots occasionally move to (0,0)
but do not stay there; currently, aside from hotspots who initialized at (0,0), there are no online

hotspots that have moved to and remain at (0,0). 331 (89%) of (0,0) location assertions were rst
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(a) CDF of moves (all). (b) CDF of moves (zoomed).

(c) Hotspots move from blue circles to red "X” marks.

Figure 3.3. CDF of all moves and map of hotspot location changes greater than 500 km.
Figure 3.3c shows every location change from initial to nal destination distances that are greater
than 500 km away. Blue dotted lines indicate moves that departed the US; red dotted lines
indicate location initialization outside of the US. Black dotted lines indicate moves from the
initial location at (0,0) to anywhere else in the world, and black solid lines indicate a hotspot
whose location changed to (0,0).
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Figure 3.4. CDF of block intervals between hotspot relocations. Blocks are minted roughly once
a minute.

time assertions, which suggests that most of the initial assertions at (0,0) were accidental (e.g.
no GPS x); the total number of assertions at (0,0) is 372. The remaining 41 assertions at (0,0)
were attempted relocations. This could have also been accidental, a test out of curiosity, people
attempting to game the system by clustering hotspots at a fake location, or possibly Helium
developers testing validator nodes (which appear in the blockchain as hotspots that never transmit
packets).
The second trend is a non-trivial “ ow” of hotspots from the US to international destina-

tions, particularly Europe. These moves are likely linked to resale of hotspots, and the heavy

US-export to Helium's initial sales restriction to only the US market.

This work also studied the typical timing interval between a hotspot's relocation. Fig-
ure 3.4 shows a CDF regarding the number of blocks between a hotspot's relocation in to observe
the time interval between location assertions; one block approximately corresponds to one minute.
17.9% of hotspot relocations occur within a day, 35.8% of relocations occur within a week, and
63.2% of relocations occur within a month. The remaining 36.8% of hotspot relocations have a
timing interval of more than a month.

Finally, in the analysis of hotspot moves, there are a small number of outliers. For exam-
ple, one hotspot moved twenty times. It is possible this is an individual with multiple residences

bringing their hotspot along with them, perhaps in service of providing local coverage for their
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Figure 3.5. Helium network cumulative and daily growth. Qualitatively, growth seems mostly
limited by hotspot availability. New production runs ("batches') are quickly placed into service.

own edge devices. However, note that the owner of this hotspot has well over 800,000 HNT,

possibly posing as a business entity or developer account.

3.4.2 How Fast is Helium Growing?

Figure 3.5 shows the cumulative and daily number of hotspots that were added to the
Helium network. For coverage discussions, this count is re ned and draws a distinction between
“connected” and “online” hotspots. A connected hotspot is one that has ever connected to the
Helium network (this is the number displayed on various Helium status pages), while an online
hotspot is one that is still connected and active (de ned as fully synced and participating in PoC
challenges). On March 7th, 2021, the total number of connected hotspots was about 20,000,
however, only approximately 16,000 hotspots were online. On May 26th, 2021, the total number
of connected hotspots was about 44,000, with 34,000 hotspots online.

This chapter also aims to understand where new hotspots are deployed. On March 7th,
2021, approximately 15,000 online hotspots located within the United States and 1,000 online

hotspots located outside of the United States. On May 26th, 2021, approximately 20,000 online
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hotspots in the US and about 14,000 outside of the US. While international coverage is growing
rapidly, the network launched in the US in summer 2019 and was not available outside the US

until summer 2020.

3.4.3 Who is Deploying Hotspots?

Every hotspot has a designated owner, or more precisely, a wallet that receives the
rewards earned by the hotspot. There is an exponential decay relationship between the number
of hotspots a single owner owns and the number of owners; approximately 5,700 owners (62.1%)
own only one hotspot, about 1,300 owners (14.6%) own two hotspots, about 600 owners (7%)
own three hotspots. There are about 9,000 unique owners total, of which 83.7% own 3 or fewer
hotspots and 10.3% own 5 or more. As of May, 2021, the maximum number of hotspots owned
by a single owner is 1,903. Contrast this with March, 2021, when the maximum was 160. The
majority of hotspots are located in the US, and the second most common region is western
Europe. While there are a modest number of large-scale owners, it is fair to claim that ownership
(by unique wallets at least) of the Helium hotspot infrastructure today is decentralized.

This work then investigates several of the larger hotspot pools. A common inference from
HNT balances over time is that owners which are using Helium in service of a real-world, end
application engage in a large number of data transactions and have thousands to tens of thousands
of HNT in their account. In contrast, owners which do not take part in data transactions generally
have low HNT in their accounts as they frequently encash their HNT. These owners appear to
be using the network as means for gaining pro t rather than supporting their own edge devices.

Shown next is a few examples of each of these classes of owner.
Bulk Owners — Commercial

This subsection begins from large owners on the Helium blockchain and works back-
wards to identify the owning company. This procedure may be used to identify entities using

Helium infrastructure solely with information available on the public blockchain or other easily-

29



accessible public sourcésA similar approach can identify unannounced users of the network.
It is emphasized that Helium does not explicitly provide receiver or transmitter anonymity.
However, the design of the network also does not explicitly identify the users that are performing
transactions. It is easy to identify publicly announced application traf c in the blockchain. This

may be problematic for applications intended to be private.

Careband is a small startup in Chicago which specializes in developing
wander-management wearables to detect patient movement, especially for those who have
dementia. Their main of ce is located in 222 West Merchandise Mart Plaza. By looking at
hotspots within that area, there is one owner ID which owns 25 hotspots mostly in and around
in Chicago city and some individual hotspots in rest of the United States. It is assumed these

hotspots are owned by Careband or provide coverage to Careband customers.

nowi is another startup that uses the Helium network to support water monitoring
systems for multi-family property owners. They have one testimonial from Edworks LLC
Property management. They are registered in Stonington, Connecticut. There are 19 owners that
collectively own 61 hotspots in Stonington as of September 17, 2021. Out of them, 9 owners in
Stonington own multiple hotspots and regularly sends at least tens of data packets every couple
of of hours. This indicates that there are devices communicating their data over the Helium

network.
Bulk Owners — Mining Pools

Owners which own multiple hotspots and carry out frequent data transactions are po-
tentially service providers who manage these hotspots to provide coverage to their products.
Other owners, such as the one in Figure 3.6, own multiple hotspots which were geographically
distributed but do not engage in data transactions. These owners might be running hotspots to

earn coverage rewards.

"The examples presented here have publicly announced their use of Helium via the HeliugBb®4, [which
is believed to mitigate any potential harm from using them.
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Figure 3.6. Hotspot distribution of one larger owner.

Ownership clusters in cities are popular. In one case, two owners own 144 hotspots
and 136 hotspots in the Denver, Colorado area. The hotspots appear to be distributed evenly
around the city. Deploying hotspots too geospatially close to each other reduces reward bene ts;
hotspots yield better mining ef ciency when placed reasonably far away from each other. This
incentive of improved rewards from improved network coverage appears to be important to these

types of owners.
Resale Market

Enthusiasm for Helium, coupled with the global electronics short@djegfs well as the
general manufacturing latency of new-to-market products, has resulted in a shortage of hotspots.
The original Helium hotspot sold for $500 USD and newer, Helium-sanctioned third-party
hotspots cost around $300-400 USD. An informal survey of the resale market nds a median
price of $989 USD for a Helium hotspot among the top twenty eBay listings (min: $405, max:
$6,500).

Some of the resale market is new, unopened hotspots. The sales of those hotspots cannot
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(@) Ownership transfers pép) Number of hotspots tran&) Hotspot transfer transactions
hotspot. ferred per owner. over time.

Figure 3.7. Resale market analysis. About 95.4% of the total hotspots transferred do not change
owners more than 2 times as seen in a. This shows that once hotspots are transferred, they do
not have a tendency to change ownership. In b, the 200 owners—which have participated in the
most hotspot transfers—either purchase or sell hotspots. These owners account for about 10%
of the total owners who have participated in carrying out these transactions. Over time there is
growth in the number of owners participating in these hotspot transfer transactions as seenin c.
There were a total of 3,819 such transactions over a span of 6 months.

be tracked. However, Helium also supportsamsfer _hotspot transaction, which allows one

user to sell an established hotspot to another. Figure 3.7 analyzes hotspots and owners involved
in resale transactions. About 8.6% of the total hotspots deployed are transferred to another
owner. Over 95.8% of hotspot transfer transactions transfer 0 DC between buyer and seller,

which suggests that the majority of resale payments take place using an off-chain marketplace,
such as eBay; although it is not clear what ensures sellers actually relinquish ownership of the

hotspot to buyers in such markets.

3.5 How Much is Built on Helium Today?

Next, this work aims to understand what types of users and applications are running on
the Helium network today. This work's analysis reveals that currently Helium remains highly
speculative, with more handlers deploying hotspots than users using Helium to ferry data. This
is perhaps not surprising. The design of Helium's coverage-based reward model is to break into
the chicken-and-egg problem of "no users to pay for infrastructure' and "no infrastructure to
support possible users." Still, there is a small but steady growth in what appears to be real-world

application traf c, that suggests that "if [Helium] can build it, they will come.'
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3.5.1 How does payment-for-data actually work?

Data transfer transactions are not recorded immediately and directly to the main Helium
blockchain. Instead, short-lived “state channels” aggregate batches of packets. The purpose of
state channels is to permit fast and scalable payment for individual packet transfers, a critical
facet of the Helium microtransaction model.

To receive data, routers must rst open a state channel. A state channel open transaction
stakes DC to pay for packets that may eventually be transferred and sets a deadline some number
of block$ after which the channel will be closed. Hotspots that receive a wireless packet from
an edge device use the metadata in the packet to look up the owning router and send an offer
to the router to buy the packet; the offer includes packet metadata but not yet payload contents.
A router purchases a packet by sending back a signed offer to buy, at which point the hotspot
releases the packet.

Routers are responsible for closing state channels after they expire. The state channel
close transaction (should) include every offer to buy a packet made by the router. If a router
signed an offer but never received the packet, it omits that offer from the close transaction. When
a hotspot that did send data is left out of a close transaction, there is a 10-block grace period for
the hotspot to a submit signed demand that amends the closing. If a hotspot lies about sending
data, routers have no recourse but to add the hotspot to a blocklist and not make future offers to
purchase its packets. As the value of individual data transactions is quite low and the duration of
state channels is short, this discovery of malicious hotspots does not pose signi cant economic
risk to routers.

For the analysis of data transfer behavior, then, there are limitations by the resolution of
state channel transactions. State channel duration is decided by each router independently. As

explained in the next section, however, nearly all traf ¢ to date is sent on state channels with

8While not stated in any documentation, the blockchain implementation (github.commheiumibiockchain-core/blobs
9011de7537ecfd737074b85b7b16e7d8elceef00/src/transactions/vl/blogkatstatechannelopenvl.erl#L.208) limits this to a minimum of 10 blocks
("10 min) and a maximum of one week (exact block count is derived from current block time).
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a 240-block (roughly 2 hour) duration, which is the granularity with which subsequent traf c
analyses are able to operate.

One additional thing to note here is that it is possible for multiple hotspots to receive
the same packet. While there is suf cient information in the packet metadata that a router can
identify duplicate receptions, it can still choose to buy as many copies of a packet as it wishes.
Observing payment ow then is a measure of data transferred between hotspots and routers,
which may overestimate the actual ow of data from edge devices, depending on how often

routers choose to purchase duplicate copies.

3.5.2 Who is running Helium routers?

Setting up a router and payment processor requires non-trivial technical expertise. Routers
must be continuously online and responsive. The LoRaMAC between edge device and gateway
has two acknowledgment windows, at precisely 1s and 2 s after a packet transmission. The Lo-
RaWAN protocol dictates that routers are responsible for sending acknowledgments if requested
(as itis the router which much choose which gateway should send the acknowledgment packet if
multiple gateways hear the original uplink packet from the device). Thus the cloud service must
(1) learn of a proffered packet, (2) return a signed commitment to pay, (3) receive payload data,
(4) generate an acknowledgment, and (5) send a signed commitment to pay for acknowledgment
to a hotspot in under 1 s (or, with less reliability 2 s) for each data packet.

As of May 2021, there are only ten OUIs registered. OUI 1 and OUI 2 are registered to
the Helium company. Of all state channel open/close transactions, 81.18% belong to OUI 1 and
oul 2.

As a (currently) free service, the Helium company provides the Helium Console, which
is both a Helium router as well as an interface for provisioning and managing devices. The
Console includes numerous integrations that allow data collected from sensors to ow to other
services such as cloud database providers and mapping systems. Console users are required to

buy DC for their devices, but this is purchased and used at-cost.
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From an analysis perspective, this monopolistic router limits direct insight into application
users, as all data transfer payments are from the Helium Console OUI, rather than from individual
users or applications. To fund user accounts with DC on the Console, users can either burn their
own HNT with the Console wallet as the destination—a transaction which is visible per-user in
this analysis—or they can make a credit card purchase, in which case the Console will acquire
and burn HNT using its own account. In practice, DC are so cheap that funding events are rare.
Indeed, long before beginning this study, our research group made a one-off $10 USD purchase
of DC (which is the minimum purchase amount permitted by the Console) in November 2020 to
support another experiment. As of this writing, we have used less than 15% of this purchase,
despite regular use of the network by multiple research projects and extensive use during the

experiments for this work.

3.5.3 How much actual data is sent over Helium?

With the caveats on resolution outlined, namely state channel batching, opaque duplicate
purchases, and a centralized OUI operator, the next direction is to analyze the behavior of data

on the Helium network.
Device Data Traf c

This work then observes the trends of the device data traf ¢ since 2019 to identify how
much of the network is used for data transfers. Figure 3.8 gives a macro view of data activity.
Most of data transfers in the earlier blocks were carried out by the Helium Router. However, the
data transfers carried out by third party routers have recently started to increase, evidence of

increased usage of the Helium network by end applications.
Fake Data & Arbitrage

One exceptional situation occurred on August 12, 2020, which is the date that DC
payments rst went live on the network. There is a sharp rise in the data transfer between August

12, 2020 and Sep 6, 2020 and a sudden drop after that. Prior to this date, data transfer was free,
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Figure 3.8. Packets transfer analysis. This shows the number of packets paid for with each state
channel closing transaction, sorted by block. The primary trend is data paid for by OUI 1 and
OUI 2, the Helium Console, which closes a state channel roughly every 120 blocks. At around
1 minblock, aggregate user traf c is approachingradketsecond across the whole network.

and mining rewards that would have been allocated to data transfer were instead allocated to
PoC activity. When DC payments and miner data transfer rewards rst went live, there was
no cap on the reward one received for network data transfers. Every epoch, 32.5% of newly
minted HNT was divided among hotspots that ferried data, in proportion to the amount of data
they carried — essentially, more data transfers would fetch you more rewards. Recall, however,
that the cost of data is xed, creating an arbitrage opportunity among DC/USD and HNT. Users
were thus gaming the network by spamming packets to devices they owned to increase their
shared of mined HNT. The arbitrage was stopped on August 24, 2020 with the implementation
of HIP 10 [44], though it took slightly longer for the spam packets to fall off the network. This

event remains the largest sustained volume of data traf ¢ carried by the Helium network to date.

3.6 Meta-Infrastructure

This section takes a more holistic view of the Helium network and networking at large.

The goal is to understand what infrastructure the Helium infrastructure relies on, and whether
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Table 3.1. Top 15 ISPs used for hotspot backhaul.

ISP | Number of Hotspots

1 Spectrum 2497 9 Sky UK | 199
2 Comcast 1922 10 Telefonica| 199
3 Verizon 1590 11 | CenturyLink| 188
4 | Cablevision 450 12 TELUS | 185
5 AT&T 338 13 RCN | 154
6 | Virgin Media 333 14 Frontier | 146
7 Cox 314 15 | Google Fiber| 142
8 Level 3 202

there are hidden points of centralization in this otherwise decentralized network. Despite the

wide array of individuals deploying hotspots, the Helium network has potential choke points.

3.6.1 What ISPs do Hotspots Rely On?

One such example of a choke point is a region's reliance on ISPs. As all Helium hotspots
are currently miners, they all participate in one, large p2p net®drke zannotate utilityg2]
is used together with Route Views data to identify the ASN of all non-relayed hotspots (i.e.
hotspots with public IP addresses) connected to the p2p network.

In total, Helium hotspots are deployed in 454 ASNs. Figure 3.9 shows the complete
distribution of these ASNs and Table 3.1 shows the top 15 ISPs derived from the ASNs using
CAIDA's as2org dataset?0]. The most widely-used ISP is Spectrum with 2,497 hotspots, and
the second most used ISP is Comcast, but it hosts signi cantly fewer hotspots. Verizon comes
in a close third. Most hotspots are on Verizon's wireline network, but surprisingly 30 of the
1,590 hotspots are backhauled through Verizon wireless. There are also hotspots that use a cloud
provider, such as Digital Ocean (72 hotspots) and Amazon (44 hotspots) rather than a last-mile
provider. Potentially, these hotspots are validators, as they appear as hotspots on the blockchain.

Another statistic looked into was the percentage of unique ASNs within a city. The

number of locally unique ASNSs is important as relying on one ISP could cause a regional outage

9Mote that there is a limited window of time for this analysis. With the impending launch of validator nodes,
hotspots will have the option to convert to so-called “light” nodes. Only the validators will maintain a fully connected
p2p graph, and thus only they will have access to the network information of some hotspots in the future.
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Figure 3.9. Distribution of ASNs for hotspots (with public IPs). Sorted by the number of
hotspots per ASN, the overwhelming majority of hotspots hang off of just a few networks,
although there is a very long tail of ASNs with just one or two hotspots.

if that ISP goes out. In total, there are 3,958 cities with at least one hotspot. Out of those cities,
there is a total of 1,588 cities that relied on only one ASN, with 414 of those cities having at
least 2 hotspots. These included cities such as Palma, Spain (with a total of 76 hotspots), Mesa,
Arizona (13 hotspots), and Rome, Italy (12 hotspots). An example of an outage that may have
had a large impact on Helium was the 2020 Spectrum outage in Los And8le&fr a few

hours, Spectrum customers across the city lost Internet access. This could have taken down 291

out of the 333 hotspots (87%) in Los Angeles.

3.6.2 Relay Analysis

One side-effect of adoption by individuals and smaller operators is that many hotspots
are on network connections, such as residential home networks, that do not provide public IPs to
all devices. Depending on NAT (or rewall) con guration, hotspots may not be able to accept
inbound connectionslibp2p , which Helium uses to form its network, addresses this with
“Circuit Relays” [47].

When a hotspot cannot directly communicate, it opens a persistent connection with
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Figure 3.10. Relay nodes with peer nodes. Most hotspots relay only a few nodes. The cause of
high-relay nodes is unknown.

another hotspot on a less restrictive network to relay messages and data. Peerbook entries are
formatted in two ways/p2p/relay _node_hash/p2p-circuit/p2p/peer  _node hash for hotspots

who rely on a relay node arigh4/ipv4 _address/tcp/port  for hotspots that have public IPs

and accessible ports. Using this information allows to study relay prevalence and behavior.

First, the prevalence of relays is surprising. Of the 27,281 hotpots with non-empty
listening addresses, 55.48%—more than half the network!—are relayed. This heavy reliance on
relay nodes increases the meta-infrastructure risks identi ed in the previous section, as relayed
nodes are beholden to their relaying device.

Next, Figure 3.10 looks at how relays are distributed among hotspots. While the majority
of relaying nodes support just one or two peer nodes, there are a few who relay as many as 46
other nodes. It cannot be determined why these nodes relay such a large number of peers. One
hypothesis investigated was whether these are the hard-coded seéf thegship with the
hotspot rmware image, but the high count relay nodes do not match these IPs.

The next hypothesis is that hotspots bias towards a geographically nearby peer. Such a

1%ip4/35.166.211.46/tcp/2154,/ip4/44.236.95.167/tcp/2154 from  https://github.com/helium/
router/blob/master/.env-template#L2
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(a) Actual. (b) 5 random assignments.

Figure 3.11. Relay to peer node distance, actual & simulation. Peers choose relays randomly,
without geospatial consideration.

design could be problematic for local robustness: if many geospatially clustered nodes rely on
the same relay peer, then coverage reliability for that whole area would fall to the reliability of
the relaying node. At the same time, ignoring location also can create problems for a globally
distributed network, particularly one which requires multiple round trip communications in under
1 s to support LoRaMAC acknowledgments.

The asserted location data of each hotspot is used to compute the distance between
each peer and its relay node and graph the distribution as a CDF, shown in Figure 3.11a. The
majority of distances are below 5,000 km. The minimum distance is 0.46 km and the maximum
is 18,491.10 km. While this suggests peer selection is random, given the non-uniform geospatial
distribution of hotspots, distance alone is insuf cient. Next, the list of all relays and relayed
nodes are run through multiple trials which randomize the assignment of peers to relays, as
shown in Figure 3.11b. With this analysis reinforces con dence that the Helium network does in

fact assign peers randomly to relay nodes.
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3.7 Governance By Incentive

Because the Helium network is decentralized, it cannot directly affect change on the
deployed infrastructure. Instead, the network uses economic incentives to motivate changes in
user behavior. While these are relatively stable, “Helium Improvement Proposals,” or HIPs, can
change the rules of the Helium blockchafnln principle, HIPs create economic incentives for
hotspot owners to change their behavior. This section looks at examples of the ef cacy and

inef cacy of government by incentive on the Helium network.

3.7.1 Case Study 1: Silent Movers

As mentioned in Section 3.2.3, to test location, any hotspot can send a challenge every
480 blocks to any other hotspot to request that the “challengee” hotspot prove its location. This
case aimed to identify any potential challengees with supposed withesses that are physically
impossible. To do so, hotspots' asserted location and the location of where they witnessed
for another hotspot are matched. While there were not many unique offenders, there was one
common offender whose asserted location was across the country from its witness location. This
hotspot is referred to as Joyful Pink Skutk.

Joyful Pink Skunk's lasassert _location transaction was on April 11, 2021, when
it reasserted its location from the state of Florida to the state of Pennsylvania. This transition
appears to be honest as the next time the network selected Joyful Pink Skunk as a challengee,
which was witnessed by hotspots located in Pennsylvania. Starting May 2, 2021, hotspots in
New York, NY and Brooklyn, NY became valid witnesses for the Joyful Pink Skunk. At the time
of nishing this work, it still has not reasserted its location, and it withesses hotspots in the state
of New York.

Joyful Pink Skunk never reasserted its location when it moved to New York. Normally,

hotspots should be incentivized to update their location to earn PoC rewards. Yet, from the

LFor details on the HIP process, see: https:/github.com/helium/HIP.
12Name anonymized to protect hotspot identity.
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challenge receipts, Joyful Pink Skunk is receiving HNT regardless of whether its current position
matches its last asserted location.

Moreover, hotspots do not have to provide an accurate location at all. This is evident
through the hotspot Striped Yellow Biiwhose onlyassert _location puts it in Spokane,
Washington, but all of its challenge receipts place it in San Francisco, California. Nevertheless,
it is still rewarded HNT for providing coverage in an area that is about 1,150 km away from its

purported location.

Takeaway: If location is not properly considered in the rewarding process, hotspot owners have
little to no incentive to keep their location accurate. Shown in Section 3.8, inaccurate locations

impede coverage modeling. The $40USD cost to re-assert location is designed to promote
stable spatio-temporal coverage by deterring hotspot moves, but it does little if owners can skip

reporting moves.

3.7.2 Case Study 2: Lying Witnesses

FCC regulations limit transmitters to +36 dBm EIRP. Yet some witnesses claim an RSSI
as high as 1,041,313,293 dBm (presumably either from a buggy radio driver or a misguided
attempt to earn more rewards for witnessing “well”). While this value is easily dismissed, it
exempli es that the current POoC model relies on witnesses reporting their RSSI truthfully, while
RSSI is easily forged. Colluding, modestly geospatially clustered nodes could easily gossip
challengee secrets to increase the number of challenges (plausibly!) “witnessed,” and in turn the
gossip clique all earn more rewards.

The blockchain implementation has checks that attempt to use RSSI to establish whether
a witness is “valid” (and should thus receive PoC reward payment). Real-world RSSI can exhibit
enormous variationZ3, 81], however, which inevitably makes such heuristics brittle. Ultimately,
there are misaligned incentives here. The network wants witnesses to honestly report RSSI
to better estimate coverage, while witnesses want to report whatever RSSIs maximize their

likelihood of being rewarded for witnessing (independent of whether they are an honest recipient
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of the challengee's packet).

Takeaway: RSSI is an unreliable, imprecise, and unstandardized measure. Tying reward payments
to it will only incentivize gaming the metric. Users with uncharacteristic, but honest RSSIs
will be frustrated by unfairly lost revenue and expert manipulators (with access to the cheating

detection algorithm running on the public blockchain) will always be able to defeat heuristics.

3.8 Empirical Testing

This chapter's nal measurements and to answer the following question: (how well)
does Helium actually work? While devices can be deployed and data can be recovered, there
are signi cant limitations today in the reliability of Helium. One of the largest challenges for
persons considering the own deployment is the absence of a meaningful coverage model — will
Helium cover my system? Extant blockchain incentives are used to derive implicit coverage
models, but nd these are quite imperfect, which may imply that the models in this chapter are
too simplistic, that current incentives do not suf ciently promote meaningful coverage, or some

mixture of both.

3.8.1 Basic functionality

For a rst test, the best-case scenario is considered. We own an (unmodi ed) original-
batch Helium hotspot, which is attached to the campus backhaul network (on a subnet that grants
public IPs and access to arbitrary ports). A ST B-L072Z-LRWAN1 LoRaWAN development
board is used as it was the rst development board explicitly supported by Helium, and it was at
the top of the list of platforms on the Helium Quickstart Guide.

The device is loaded with a basic app which sends an incrementing counter. The app is
a free-running send, which attempts to send another packet immediately after the prior packet

responsé?2 This app is run for about 24 hours and see a packet reception ratio of 68.61%. There

13 pRaMAC has two acknowledgment windows, one second and two seconds after transmit. If every packet
were ACK'd on the rst try, this app would send one packet per second; if no packet were ever ACK'd, it would
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(a) Coverage as reported by Helium. (b) Coverage estimate using 300 m cutoff.

(c) Coverage from witness convexd) Coverage from witness convexe) Revised convex hull coverage

hulls. hulls (removing witnesses that arenap that factors in the hotspots
more than 25 km away from chalthat make up the vertices of the
lengee). convex hull and RSSI.

Figure 3.12. Estimates of Coverage.

are occasional outages in the network of around 2 hours where no data reaches the cloud. But
in between these outages, almost all the packets transmitted are received. This experiment was
carried out between 18 May, 2021 and 19 May, 2021. During this same time a new rmware was
released [36] which is possibly why there is lower PRR due to the network outages.

To try to remove this rmware confound, this experiment is re-run in September 2021.
The sensor is also relocated to a residential neighborhood with a much greater density of hotspots.
Despite these changes, unreliable performance is still observed, with an overall PRR of 73.2%
across three trials. There are no signi cant gaps. 83.5% of missed packets are single-misses (i.e.
packets before and after were received), 92.2% are single- or double-misses, and the longest

sequential run is a single instance of 34 consecutive missed packets.

send one packet every two seconds.
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3.8.2 Coverage

At the end of the day, the most important question for a wireless infrastructure provider
is the quality and availability of service. The Helium network is expanding quickly. As of this
writing, Helium is averaging an addition of 1,000 new hotspots per 88ly(p claim that is
veri ed in Figure 3.5). For the studies of coverage, the state of the network is considered as of

May 23, 2021.
Coverage Models

The blockchain records hotspot locations, but LoRa is intended as a “long-range” wireless
technology. This means a model needs to be developed to go from a list of hotspots to expected
geospatial coverage. These coverage analyses are focused on the United States, as Helium's
initial launch was restricted to US-only territories. While the network is seeing rapid international
expansion, the US remains its most established market, which makes it a better representation of

current best-case capabilities.

From helium.com: Helium provides a “Coverage Map” at
explorer.helium.com/coverage. Figure 3.12a is a screenshot from that website. Green dots
represent online hotspots while red dots represent of ine hotspots. While the map is a good
representation of hotspot locations, this view of coverage can be misleading as the dots indicating
hotspots always render at the same size, and thus individual hotspots appear to cover more and

more area as the map is zoomed out and the landmass underneath a hotspot-dot grows.

Density Incentive: HIP 15 speci es that hotspots within 300 meters of each other cannot
act as a witness for one another. This is to promote wide-area coverage by discouraging hotspots
from clustering too closely together. The implication then is that a hotspot should be able to
provide coverage to any device within a 300 m radius. Figure 3.12b shows the Helium coverage
of the contiguous US using this 300 m radius model. Compared to the Helium coverage map in

Figure 3.12a, the area of coverage for the 300 m radius approach is barely perceivable. The total
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percentage of contiguous US landmass covered by the 300 meter radius model is 0.09295%.

Witnesses: As a reminder, withesses are hotspots that report challenge packets transmit-
ted by a challengee to con rm the challengee's location. There are two types of withesses: a
valid witness and an invalid witness. A witness is marked valid unless it is deemed invalid by
satisfying one of the following criteria:

* is too close to the challengee (<300m)

has too high of an RSSI (several heuristics)

has too low of an RSSI (several heuristics)

is pentagonally distorted (rare artifact of H3 distance)
claims capture on the wrong channel (impossible)

While the 300 m radius coverage map provides a better understanding of the actual
coverage, it to be too conservative. To alleviate this fact, valid witnesses of a challengee are used
to infer an empirical measure of coverage. For each challenge, a convex hull is drawn around the
challengee and its valid withesses and assume coverage of the interior of this hull. This coverage
model is overlayed on top of a contiguous US map in Figure 3.12c.

One problem that becomes evident from the convex hull model is that some of the “valid”
witnesses should in reality not be valid (indeed, debugging this model led to the examples for
Section 3.7.1). It is possible to remove questionable witnesses by using a more realistic max
distance to craft a more realistic estimate of coverage. Murata, a top LoRa radio vendor, suggests
that the realistic range is, “... more than 10 km, between 15 to 20 km"{54].

The distribution of distances for all purportedly valid withesses are shown in Figure 3.13.
For the revised convex hull model, a generous 25km cutoff is chosen, after which “valid”
witnesses are rejected and exclude them from the hulls. Figure 3.12d shows this revised model,

with coverage now covering about 0.5723% of the total contiguous US landmass.

Witness RSSI: While more generous, the basic convex hull model is still too conservative.

In particular, it does not factor in coverage by the hotspots that make up the exterior vertices of

14Geography in uences this greatly. As example, there appears to be honest hotspots (likely with advanced
antennas mounted at high-altitude) in Chicago and western Michigan that witness successfully at ranges of 60-
110 km across Lake Michigan.
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Figure 3.13. CDF of all the valid witness' distance with an inset CDF of the distance interval
from O km to 40 km.

the convex hulls. The model is then revised one nal time by including a radial vertex hotspot
coverage model and an RSSI coverage model.

The radial coverage by the vertices is simple: nd the distance from the vertex witness to
the challengee and use the result as the radial coverage for that witness. As for the RSSI model,
take the vertex withess RSSI and “grow” the witness—challengee radius using the standard free
space path loss model = 1020 whered is the distance to lengthen the radiugs the witness's
RSSI value, andis the sensitivity of the device hoping for coveragés set to be a constant
-134 dBm as that is the receiver sensitivity of the recommended ST LoRa hardware platform.

Figure 3.12e shows the nal result of this model. The green regions come from the revised
convex hull model. The yellow areas come from the added radial coverage. The almost-invisible
red trim around the yellow regions comes from the RSSI coverage. Zoomed out, it is dif cult
to see the impact of RSSI coverage. Figure 3.14 shows the distribution of RSSIs reported by
witnesses from 2021-05-18 to 2021-05-22. At the median -108 dBm, the RSSI step adds only an
additional 20 m of coverage range. With this coverage model, the network achieves 3.3032%

coverage of the contiguous US.
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Figure 3.14. CDF of RSSI values recorded by withesses during PoC requests from 2021-05-18
to 2021-05-22.

Measured Coverage

Two real-world experiments with results are shown in Figure 3.15a and Figure 3.15b
to observe the empirical coverage of hotspots. Neighborhood walks are preplanned through
areas with varying hotspot density. While walking, an edge device is carried while running the
counter app described previously. GPS coordinates and a timestamp are added to the app payload.
Packets are also logged to an SD card when sent, to create a record which can be compared to
what was received by the cloud. Overall, these walks have a Packet Reception Rate (PRR) of
72.9% and 77.6% respectively.

This experiment investigates whether the HIP 15 promise holds and explains when and
where losses occur. Predicting reception when within 300 m of a hotspot is accurate 55.5% of
the time, while predicting no reception outside of the radius is accurate for 79.6% of packets.

The LoRa protocol includes an acknowledgment mechanism, where an edge device
can request an ACK response from its owning router. At the edge device, failure to receive

an ACK is recorded as a NACK. Note that the LoRa PHY is asymmetric; said simply, uplink
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(a) Urban.

(b) Suburban.

Figure 3.15. Empirical coverage testing. Green dots represent packets sent by the device
and received on the cloud. Red dots are packets that were sent but not received on the cloud.
Transparent blue circles show 300 meter hotspot “coverage” radii (hotspots are at the center of
the circles). These experiments were carried out by walking outside while attempting to send
packets from an edge device to a logging application attached to the Helium Console.
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Table 3.2. LoRa ACK/NACK Validity from Figure 3.15a

\ Packets Senﬁ Correct ACK\ Correct NACK\ Incorrect ACK\ Incorrect NACK
2393 1106 986 0 301
100% 46.2% 41.2% 0% 12.6%

Count
Percent

Table 3.3. LoRa ACK/NACK Validity from Figure 3.15b

\ Packets Senﬁ Correct ACK\ Correct NACK\ Incorrect ACK\ Incorrect NACK
1027 585 237 0 205

Count

Percent 100% 57.0% 23.1% 0% 20.0%

(edge gateway) is easier than downlink (gatewagdge) B5]. This means the cloud may
record data which the edge device thinks it needs to retransmit. Statistics are run regarding ACK
and NACK validity as shown in Table 3.2 and Table 3.3. There were no false ACK messages and
many false NACK messages—packets received on the cloud but recorded as NACKs by the edge
device.

There are many factors unknown to us regarding the reliability and coverage of the Helium
network. This is only a basic experiment to explore network reliability. Future analyses should
deploy their own routers, own more gateways to monitor traf ¢, and extract more diagnostics

from the edge device LoRa stack to enable rich root cause analysis.

3.9 Summary

This chapter discusses initial insights into the workings of the Helium Network. The
network continues to expand rapidly to provide broad connectivity for commodity edge devices,
and the growth of the network is in part because Helium is providing well-designed infrastructure
and incentives. Federated (i.e. crowdsourced) infrastructure does indeed work, although the
uncontrolled and unplanned deployment of hotspots does not necessarily ensure reliable or
predictable coverage. This chapter summarizes the viability of the Helium Network as a
large scale LoRaWAN. The next chapter aims to evaluate how well the Helium Network—and

federated infrastructure—performs in relation to other wireless technologies and their counterpart
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infrastructures.
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Chapter 4

Wide-Area Wireless Measurements

4.1 Background

This chapter takes the initial empirical measurements on the Helium Network, extending
the small scale measurement study at the end of Chapter 3 to a country-wide study of LoRa
and the Helium Network. Speci cally, we compare LoRa and the Helium Network against two
technologies and infrastructures: (1) cellular via Verizon radio equipment and towers and (2)
BLE via Apple devices and the Find My network. The infrastructures via Verizon and Apple
represent two extremes, in which Verizon represents a multi-billion dollar, costly infrastructure
that is meticulously planned, deployed, and maintained for guaranteed coverage and reliability,
and Apple devices—which people have purchased for their personal use—being an opportunistic,
unplanned infrastructure that uses these Apple devices to backhaul data as described further
in Section 4.2.1. In terms of cost, cellular (via Verizon) represents the costly and expensive
infrastructure that guarantees usability, whereas BLE (via Apple devices and Find My) represents
"cheap,” opportunistic infrastructure that can provide coverage wherever Apple devices exist. As
a result, this chapter aims to elucidate how LoRa (via Helium) compares to these two extremes

of expensive and "cheap” infrastructures.
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Table 4.1. A comparison of capabilities of BLBJ], cellular [18], and LoRa p3] as well as the
approximate magnitude of their infrastructure.

Energy Maximum Est. num. of base Medium Access Reliability
Frequency Range per byte datarate  stations worldwide control expectation
Cellulart 700 MHz—2.6 GHz 10-15km 10 10;000pJ 5 Mbps 41.6 million (C/IT)DMA High
LoRa 900 MHz (inN.A)) 5-15km 10 100uJ 21.9 kbps 400,000 (Helium) ALOHA Medium
BLE Advertisement 2.4 GHz 0.03km 1 10 100 bps 1.8 billion (Find My) ALOHA (Variable)

T This study uses traditional 2G-5G cellular. For loT applicatienggihyte is more often the higher end of this range as 2G-5G networks expect larger data volume to
amortize cost. Emerging CAT-M and NB-IoT protocols aim operate at lower power points, but are not available to low-volume users in North America yet.

4.2 Background on Wireless Technologies and Infrastruc-
tures

We rst describe the technical details of each of the technologies and infrastructures
we consider (i.e., BLE/Apple Find My, cellular/\erizon and LoRa/Helium) to backhaul mobile
data. We set up a notion of expected reliability based on both existing infrastructure scale and
underlying technology to predict the relative success of each technology. We then discuss the
trade-offs of each technology's reliability with respect to energy consumption. A summary of

these two primary comparisons are shown in Table 4.1.

4.2.1 Reliability

A wireless technology is only as good as the infrastructure that supports it. If iPhones
did not exist, neither would Find My or AirTags. If the scale of cellular infrastructure were only
a quarter of what it is today, coverage would deteriorate. In short, the success and reliability of a
wireless technology is in uenced by the size and scale of the supporting infrastructure, the cost
of which is controlled by the design and capability of the wireless technology.

We approximate the size of each technology's supporting infrastructure in Table 4.1. The
largest infrastructure are the Apple devices that support the Find My network, at roughly 1.8
billion gateways. This infrastructure is unique in that Apple uses existing products (iPhones,
iPads, and MacBooks) to backhaul data, rather than having purpose-made gateway devices.
Without deploying any new gateway infrastructure, Apple is able to achieve wide-area coverage

using extant devices at nearly zero added monetary cost.
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On the other hand, billions of dollars have been invested into the cellular infrastructure
over its lifetime. With approximately 40 million base stations around the world, we expect
cellular to have high reliability. Although orders of magnitude smaller than Apple's ad-hoc
Find My infrastructure, cellular's decades of planned deployment allow for stable, wide-area
coverage.

Helium, the largest LoRa deployment to date (which is an order of magnitude smaller
than cellular), explores “federated infrastructure” by inviting average citizens to deploy gateways
themselves. Helium peaked at nearly 1 million gateways, and today sees around 400,000 active
gateways globally. This opt-in infrastructure is most densely deployed in North America, western

Europe, and eastern Chiha.
BLE & Apple Find My

In recent times, BLE is becoming a common technology for data backhaul. Apple
AirTags [12] are one of the most successful examples, with the underlying Find My network
made usable for developers through tools like OpenHays&itkahd TagAlong 14]. Other
consumer tracking applications like Tilég], Life360 [48], and Samsung SmartTagd] also
successfully leverage BLE for backhaul. Similarly, industrial IoT users track cargo, vehicles,
and products through Teltonika [77] and Milwaukee [50].

TagAlong [L4] showed how Apple's Find My network can be used to leverage the Apple
hardware ecosystem as "data mules' for unbounded, arbitrary data transmission. While BLE has
a comparatively limited transmission range, the sheer number of gateways (e.g. iPhones) dwarfs
that of cellular and LoRa and can make up for this downside. Coverage exists ephemerally in the
presence of Apple device users, and therefore is expected to be strong in urban areas but may

suffer in more desolate and unpopulated locations.

1The Things Network is beginning to approach a similar scale of deployment. However, it has low adoption
rates in North America, where most of the measurements are conducted.
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Cellular & Verizon

In cellular deployments, a centralized entity plans and deploys infrastructure to provide
wide-area coverage in a calculated manner. Cellular providers are incentivized to deploy their
infrastructure in locations where devices and people exist in order to gain more customers.
Recent measurement studies have shown that across different cellular device platforms, as
many as 33 failures (on average) can occur on a single device over a period 8 months, with
failures lasting up to 3.1 minutedf]. Xu et al. found that 5G can have spotty performance in
outdoor environments, particularly when switching from an outdoor to an indoor environment
[86]. Cellular also suffers from the highest device-side energy consumption and operating
cost. Despite these struggles, given cellular's historical success over the past few decades, it is
expected that cellular has the highest overall reliability between the three technologies.

Lastly, note that the major cellular providers in North America are roughly equivalent.

Verizon is an arbitrary choice of convenience.
LoRa & Helium

LoRa is a relatively new low-power wide-area network (LPWAN) technology that is
emerging as a common option for backhauling data in 10T applications. With a transmission
range and energy consumption comparable to and lower than cellular, respectively, LoRa is
considered to be a more suitable option for 10T edge devices. LoRa's advertised range of
communication is what makes this technology a compelling choice to backhaul data. Semtech
[69] claims that LoRa coverage can reach up to 5 kilometers in urban environments and 15
kilometers in rural environments; they more recently state that LoRa can achieve a 30 mile range
in outdoor environments [68].

While LoRa's range of communication is a highlight of the technology, this all hinges
on the reliability of its supporting infrastructure. The largest LoRa gateway deployments
are uncontrolled and crowdsourced in a manner similar to BLE. For instance, the Helium

network uses cryptocurrency incentives to convince the general public to install gateways that
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improve coverage areas and transit data. Given the general notion of LoRa's far range and
robustness to interference in the wild, it is expected that LoRa performs equally to cellular's
reliability. However, as a relatively new technology, LoRa lacks the proven track record of strong
performance that cellular boasts. Musaddiq et al. deployed a measurement study of wetland
conservation monitoring, and showed a packet delivery rate of 99.9% with nearby, available
infrastructure 5. It is not necessarily expected that the Helium infrastructure works as well for

a mobile deployment.

4.2.2 Energy

Energy is often the de ning feature shaping the deployment of mobile I0T. Optimizing
for maximum battery life in uences everything from where a system is deployed, to device
form factor, and everything in between. It is therefore a primary consideration when selecting a

technology for data backhaul.
BLE

BLE is one of the least energy intensive wireless technologies. DeBruin et al. measured
that a BLE advertisement message consumes J0f energy from cold boot to transmit
[21]. With such minor energy costs, commodity BLE devices are able to broadcast out BLE

advertisement packets without needing to worry too much about taxing battery life.
Cellular

In exchange for higher reliability and wider area coverage, sending data via cellular
requires more energy. Although more loT-esque cellular options like LTE-M and NB-IoT
attempt to address this issue, cellular is still on the high end of the energy consumption spectrum.
Yang et al. measured the power demand of NB-1oT explicitly: at 3.3V, an uplink transmit packet
can use 0.92 J of energ87]. From Table 4.1, cellular has a higher energy usage per byte by an

order of up to 100x magnitude in comparison to LoRa and up to 1000x compared to BLE.
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Table 4.2. Data collected on local and server side for each technology. Count values, timestamps
and locations are collected from all platforms (except for those where it was unavailable).

Local Server
BLE Cellular LoRa BLE Cellular LoRa
Count Count value Packet number  Count value Count value Packet number  Count value
Time Time since boot Unix timestampUnix timestamp  Unix timestamp ~ Unix timestamp  Unix timestamp
Loc. - Cell tower IDs  GPS GPS (reporter) GPS (cell tower) GPS (gateway)
Misc - - - Report timestamp - SNR

LoRa

LoRa sits between BLE and cellular in terms of energy per byte. At a fraction of the cost
of cellular's power usage, LoRa is theoretically able to achieve similar range. While there is an
extra layer of consideration for range versus data rate for LoRa (e.g. Spreading Factor, coding
rate), LoRa appears to ful Il a nice balance between reasonable energy usage and&nge [
Mathur et al. performed LoRaWAN energy analysis for traf ¢ sensing and found that for a 30

byte packet at SF12, roughly 93mJ of energy is consumed in the most extremé case.
Summary

BLE is 1000x less energy than LoRa, 10000x less than cell.

4.3 Methodology

The end-to-end measurement system consists of a portable sensor platform shown in
Figure 4.2 and a software pipeline described in Figure 4.1. The sensor platform contains
three devices measuring the performance of BLE, cellular, and LoRa respectively: an ESP32-
WROOM-32D, two different Android smartphones (Samsung A71 and Pixel 6a), and a Heltec
CubeCell GPS-6502. Four total sensor platforms each consist of these three devices enclosed in
a padded Pelican case to protect the devices from damage and impact. A battery is also®nclosed
in the Pelican case to power the ESP32-WROOM-32D and CubeCell GPS-6502; the Android

smartphones do not require an external power source. Table 4.2 summarizes the data collected

°Note that as a North America-based study, packets are limited to SF10 at about 370ms each.
3The safety and ethics of shipping batteries is discussed in Section .1.1.
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